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The alarming rise in fraudulent activities related to crypto investments is a major 
concern these days. It is crucial to be aware of the tactics used by fraudsters to 
safeguard your finances and stay vigilant.

How Scammers Operate

Fraudsters utilize various tactics, exploiting social media to advertise schemes with high returns and 
often boasting about their claimed earnings. This creates a false sense of legitimacy and attracts new 
participants. Further, scammers use platforms like Whatsapp and Telegram to communicate with 
victims.

Scam advertisements often lead to professional-looking websites, aiming to disguise their fraudulent 
nature. Some scammers go a step further by conducting classes or awareness sessions on these fabri-
cated platforms, providing misleading information on earning high returns or trading cryptocurrencies.

After an investment is made, scammers may swiftly seize funds or continue the deception to attract 
more victims. It is crucial to recognize that you may not realize you’ve fallen victim to a scam until 
attempting to divest from your investment.

Protecting Yourself from Scams

Cryptocurrencies are unregulated in Sri Lanka, not considered legal tender, and lack regulatory 
safeguards. The Central Bank of Sri Lanka (CBSL) emphasizes through press releases the significant 
risks and customer protection concerns associated with cryptocurrency usage.

The public is warned about the increasing number of financial scams promising high returns based on 
crypto investments. Such scams bypass traditional regulatory protections, leading to individuals losing 
their hard-earned money.

Identifying Warning Signs

Be careful if you receive unexpected messages, feel rushed to invest, or are promised unrealistically 
high returns. Always keep in mind that if an investment seems too good to be true, it's probably a scam.

Responding to Scams

If you suspect a scam, report it to the nearest police station. If you have fallen victim, be cautious of 
follow-up attempts. Fraudsters may reappear with different schemes or offers to reimburse losses for 
a fee.

CBSL Advisory: Protect Your Finances

CBSL strongly warns against getting involved in any cryptocurrency schemes you might come across 
on the internet, through various media, or from individuals. A number of press releases has been issued 
by the CBSL to emphasize that it hasn't granted licenses or given authorization to people or businesses 
for activities like cryptocurrency operations, Initial Coin Offerings (ICOs), mining, exchanges, depos-
it-taking or custody services, or advisory services related to cryptocurrency.

Action Taken by CBSL

CBSL has determined several entities conduct and/or have conducted prohibited schemes in contra-
vention of the provisions of Section 83C of the Banking Act No. 30 of 1988 and among them notably, 
the following entities were found promoting the involvement of cryptocurrencies:

1. Sport Chain App, Sports Chain ZS Society Sri Lanka
2. OnmaxDT
3. MTFE App, MTFE SL Group, MTFE Success Lanka (Pvt) Ltd and MTFE DSCC Group (Pvt) Ltd.

Message from the Financial Intelligence Unit

Stay vigilant, stay informed, and protect your financial well-being. Report any suspicious activity 
promptly to the authorities. Your vigilance can make a difference in combating crypto investment 
scams.
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jxpdj,ska uyck;dj iq/lSu
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l%smafgda uqo,a wdfhdackh yd iïnkaO nj yÕjk jxpksl l%shdldrlïj, oeä f,i 
by< hEula fï Èkj,  olakg ,efí' fjfyi uykaisfhka Wmhd.;a uqo,a /l .ekSug" 
iqmÍlaIdldÍj isàu iy jxpdlrejka úiska fhdod .kakd Wmdhka ms<sn| oekqj;a ùu 
b;d jeo.;a fõ'

jxpdlrejka l%shd;aul jkafka flfia o@ 

jxpdlrefjda fï i|yd úúO Wml%u Ndú; lr;s' ta w;ßka by< m%;s,dN iys; fhdackd l%u m%pdrKh lsÍug 
iudc udOH wksis f,i Ndú; lsÍu iy fndfyda úg Tjqka ,enQ bmehqï ms<sn| w;sYfhdala;sfhka iudc 
udOHhkays m<lsÍu ñka m%Odk fõ' fuu.ska tu fhdackd l%uhka kS;Hkql+, nj yÕjd" kj iyNd.Slrejka tu 
fhdackd l%u lrd wdl¾IKh lr.kq ,nhs' ;jo" jxpdlrefjda jxpdjg yiqjk ;eke;a;ka iïnkaO lr .ekSu 
i|yd jÜiawema ^WhatsApp& iy fg,s.%Eï ^Telegram& jeks iudc udOH nyq, j Ndú; lr;s'

iudc udOH ;=< m<lrk fujeks jxpksl m%pdrK oekaùï fndfyda úg jD;a;Suh njla fmkakqï lrk 
fjíwvú fj; Tnj fhduq lrk w;r tu.ska  tajdfhys jxpksl iajNdjh ieÕùu wruqKq lrhs' ;j;a bÈß 
mshjrla f,i" by< m%;s,dN bmehSu fyda l%smafgda uqo,a fjf<|dï lsÍu ms<sn| fkdu. hjk wdldrfha 
f;dr;=re imhñka" fuu jHdc fhdackd l%u ms<sn|j mka;s fyda oekqj;a lsÍfï ieis meje;aùug o  we;eï 
jxpkslfhda lghq;= lr;s'

wdfhdackhla isÿ l< miq" jxpdlrejka läkñka tu uqo,a Tjqka i;= lr .ekSu fyda" ;j;a mqoa.,hka fuu 
jxpdjg yiq lr .ekSu i|yd mqoa.,hska uq,d lsÍu wLKav j isÿ lrhs' Tfí wdfhdackh bj;a lr .ekSug 
W;aidy lrk f;la Tn jxpdjlg yiq ù we;ehs Tng fkdjegySu fuys y÷kd .; yels jeo.;a u ,laIKhls'  

jxpdj,ska Tn /l .ekSu

l%smafgda uqo,a Y%S ,xldj ;=< j¾;udkfha kshdukh fkdjk w;r" th ffk;sl uqo,la f,i o  fkdie,flhs' ;j 
o" tajdfha Ndú;h iïnkaOfhka furg ;=< ksis kshduk wdrlaIKhla o fkdue;' Y%S ,xld uy nexl=j úiska 
l%smafgda uqo,a Ndú;h yd tys wdfhdackh lsÍfï we;s wjodku iy mdßfNda.sl wdrlaIK .eg¨ iïnkaO j 
udOH ksfõok Tiafia wjOdrKh lr we;' 

l%smafgda uqo,a wdfhdackj,g by< m%;s,dN ,nd fok njg fmdfrdkaÿ jk uQ,H jxpd jeä jYfhka by< hk 
nj;a tjeks fhdackd l%u idïm%odhsl kshduk wdrlaIK uÕyßñka l%shd;aul jk w;r" tys m%;sM,hla f,i 
ck;djg ;uka fjfyiS Wmhd .;a uqo,a wysñ ùu isÿúh yels nj;a Y%S ,xld uy nexl=j úiska wjOdrKh lr 
we;'

wk;=re weÕùfï i,l=Kq y÷kd .ekSu' 

Tng wkfmalaIs; wjia:djl ,efnk m‚jqv" wdfhdackh lsÍug Tnj hqyqiq¿ lrjk fyda widudkH by< 
m%;s,dN ,nd fok njg fmdfrdkaÿ jk m‚jqv iïnkaOj m%fõYï jkak' hï wdfhdackhla ienEjla hehs 
úYajdi lsÍug wmyiq ;rï jdisodhl fõ kï" th fndfyda úg jxpdjla úh yels nj ieuúgu ;rfha u;lfha 
;nd .kak'

jxpdjkag m%;spdr oelaùu

jxpdjla hehs iel lrkafka kï" ta ms<sn|j <Õ u we;s fmd,sia ia:dkh fj; oekqï fokak' Tn jxpdjlg yiq 
ù we;akï" miqúmrï W;aidyhka ms<sn| úuis,su;a jkak' ta wkqj" jxpdlrejka hï .dia;=jlg w,dN 
m%;smQrKh lsÍu i|yd úúO fhdackd l%u fyda §ukd iuÕ h<s fmkS isáh yelshs' 

Y%S ,xld uy nexl= WmfoaYkh( Tfí uqo,a /l .kak

wka;¾cd,h" fjk;a udOH fyda Rcqj mqoa.,hka úiska bÈßm;a lrkq ,nk úúO wdldrfha l%smafgda uqo,a 
fhdackd l%u j, wdfhdackh fkdlsÍu ;=,ska Wmhd.;a Okh wdrlaId lr.kakd f,i Y%S ,xld uy nexl=j 
uyck;djg Wmfoia fokq ,nhs' ;jo" l%smafgda uqo,a iïnkaO uQ,sl ldis ksl=;= ̂ Initial Coin Offerings&" l%smafgda 
uqo,a ckkh lsÍfï ld¾hhlg ^Cryptocurrency Mining Operations&" l%smafgda uqo,a yqjudrejlg 
^Cryptocurrency Exchange&" l%smafgda uqo,a iïnkaO ;ekam;= Ndr .ekSu fyda Ndrldr fiajd iemhSug fyda 
l%smafgda uqo,a wdfhdack WmfoaYk fiajd jeks lghq;= i|yd lsisÿ mqoa.,fhl=g fyda wdh;khlg lsisÿ 
n,m;%hla fyda wjirhla Y%S ,xld uy nexl=j úiska ,nd § fkdue;s nj udOH ksfõok u.ska wjOdrKh lr 
we;' 

Y%S ,xld uy nexl=j úiska f.k we;s l%shdud¾. 

Y%S ,xld uyd nexl=j úiska wdh;k lsysmhla nexl= mkf;a 83^we& j.ka;sh W,a,x>kh lrñka ;ykï fhdackd 
l%u mj;ajdf.k hk f,i$meje;ajQ f,i ;SrKh lrk ,§ ' ta w;ßka" my; wdh;k l%smafgda uqo,a fhoùu 
m%j¾Okh lr we;s nj ksÍlaIKh ù we; ' 

1' Sport Chain App, Sports Chain ZS Society Sri Lanka
2' OnmaxDT
3' MTFE App, MTFE SL Group, MTFE Success Lanka (Pvt) Ltd and MTFE DSCC Group (Pvt) Ltd'

uQ,H nqoaê tallfha m‚jqvh

mÍlaIdldÍ jkak" oekqj;a jkak" Tfí uQ,H hymeje;au wdrlaId lr.kak' hï iellghq;= l%shdjla we;akï" 
läkñka th n,OdÍka fj; oekqï fokak' Tfí iqmÍlaIdldÍ nj l%smafgda uqo,a wdfhdack jxpd 
uevmeje;afuys,d uyÕ= Wmldrhla jkq we;'

wOHlaI
uQ,H nqoaê tallh
Y%S ,xld uy nexl=j
wxl 30" ckdêm;s udj;
fld<U 01
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fpwpg;Nlh KjyPl;L NkhrbfspypUe;J 
nghJkf;fisg; ghJfhj;jy;
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gzpg;ghsh;

epjpapay; cstwpjy; gphpT

,yq;if kj;jpa tq;fp

,y.30.> rdhjpgjp khtj;ij

nfhOk;G 01.

fpwpg;Nlh KjyPLfs; njhlh;gpy; ,lk;ngWk; Nkhrbr; nraw;ghLfs;; vr;rhpf;ifahd kl;lq;fSf;F 

cah;tile;Js;sik ,e;ehl;fspy; Kf;fpa fhpridnahd;whff; fhzg;gLfpd;wJ. cq;fsJ 

epjpaq;fisg; ghJfhg;gjw;Fk; tpopg;Gld; ,Ug;gjw;Fk; Nkhrbf;fhuh;fs; %yk; gad;gLj;jg;gLfpd;w 

#o;r;rp Kiwfs;  gw;wp tpopg;Gzh;Tld; ,Ug;gJ mj;jpahtrpakhFk;. 

Nkhrbnra;Nthh; vt;thW ,aq;Ffpd;wdh; 

cah;thd Mjhaq;fs; gw;wpAk; mth;fs; <l;ba tUtha;fs; gw;wp mbf;fb ngUikNgrpAk; tpsk;guk; nra;tjw;F r%f 

tiyj;jsq;fis gad;gLj;jp  Nkhrbf;fhuh;fs; gy;NtW #o;r;rp Kiwfisg; gad;gLj;Jfpd;wdh;. rl;lg+h;tkhdJ vd;w 

ngha;ahd czh;it ,J cUthf;fp Gjpa gq;Nfw;ghsh;fis <h;f;fpd;wJ. NkYk;> gypahFgtHfSld; njhlh;ig 

Vw;gLj;Jtjw;F Nkhrbf;fhuh;fs; tl;];mg;> nlypfpuhk; Nghd;w jsq;fisg; gad;gLj;Jfpd;wdh;. 

Nkhrbahd tpsk;guq;fs; njhopy;rhh; gz;Gkpf;f tiyj;jsq;fisg; Nghy; Njhd;wp>  mtu;fsJ Nkhrbj; jd;ikapid 

kiwg;gij ,yf;fhff; nfhs;fpd;wd. rpy Nkhrbf;fhuh;fs; ngha;ahf mikf;fg;gl;l ,j;jsq;fspy; mjpf tUthapid 

cioj;jy; my;yJ fpwpg;Nlh ehzaq;fis th;j;jfk; nra;jy; gw;wpa jtwhf topelhj;Jfpd;w jfty;fis 

toq;Ffpd;w tFg;Gf;fis my;yJ tpopg;Gzh;T mkh;Tfis elhj;Jtjd; %yk; NkYk; xUgb nry;fpd;wdh;. 

KjyPL nra;ag;gl;ljd; gpd;dh; Nkhrbf;fhuh;fs; epjpaq;fis rLjpahf Klf;fyhk; my;yJ NkYk; Ml;fis <h;g;gjw;F 

njhlh;e;Jk; Vkhw;iw Kd;ndLf;fyhk;. cq;fsJ KjyPLfis chpik khw;Wtjw;F Kaw;rpf;Fk;tiu Nkhrbnahd;Wf;F 

ePq;fs; ,iuahfptpl;Bh;fs; vd;gij ePq;fs; Ghpe;Jnfhs;shjpUf;fyhk; vd;gij mwpe;jpUg;gJ mj;jpahtrpakhFk;.

NkhrbfspypUe;J ePq;fshf ghJfhj;Jf;nfhs;s Ntz;Lk;. 

fpwpg;Nlh ehzaq;fs; ,yq;ifapy; xOq;FgLj;jg;gLtjpy;iy> rl;l g+h;tkhdjhff; nfhs;sg;gLtjpy;iy> 

xOq;FKiwg;gLj;jy; hPjpahd ghJfhg;Gf;fs; mw;wjhFk;. fpwpg;Nlh ehzaj;ijg; gad;gLj;JtJld; ,ize;j 

Fwpg;gplj;jf;f ,lh;Neh;Tfs; kw;Wk; thbf;ifahsh; ghJfhg;Gf; fhpridfs; gw;wp Clf mwpf;iffs; thapyhf 

,yq;if kj;jpa tq;fp typAWj;Jfpd;wJ. 

fpwpg;Nlh KjyPLfspd; mbg;gilapy; cah;thd Mjhaq;fSf;F thf;FWjpaspf;fpd;w epjpapay; Nkhrbfspd; 

mjpfhpf;fpd;w vz;zpf;iffs; gw;wp nghJkf;fSf;F vr;rhpf;if toq;fg;gl;Ls;sJ. mj;jifa Nkhrbfs; kuGhPjpahd 

xOq;FKiwg;gLj;jy; ghJfhg;Gf;fis jtpu;j;J ghLgl;L cioj;j gzj;ij Ml;fs; ,oe;JtpLtjw;F 

,l;Lr;nry;fpd;wd.  

vr;rhpf;ifr; rkpQ;irfis milahsq;fhZjy;

KjypLtjw;F cq;fis mtrug;gLj;Jtjhf czh;fpd;w my;yJ ahjhh;j;ijtpl cah;thd Mjhaq;fis 

thf;FWjpaspf;fpd;w vjph;ghuhj nra;jpfs; cq;fSf;Ff; fpilf;fg;ngWnkdpy; mtjhdkhf ,Uq;fs;. KjyPnlhd;W 

ek;gKbahjstpw;F Mjhakpf;fjhftpUf;Fkhapd; mNefkhf mJnthU Nkhrb vd;gij vg;NghJk; epidtpy; 

itj;jpUq;fs;.

NkhrbfSf;F gjpypWj;jy;

Nkhrb gw;wp re;Njfg;gLtPh;fshapd; mUfhikapYs;s nghyp]; epiyaj;jpw;F mwptpAq;fs;. ePq;fs; 

ghjpf;fg;gl;bUgPh;fshapd; gpd;njhlh; Kaw;rpfs; gw;wp vr;rhpf;ifahf ,Uq;fs;. NtWgl;l jpl;lq;fSld; my;yJ ,oe;j 

fl;lzq;fis kPsspg;gjw;fhd rYiffSld; Nkhrbf;fhuh;fs; kPsTk; Njhd;wyhk;. 

,yq;if kj;jpa tq;fpapd; MNyhrid: cq;fs; epjpaq;fisf; fhj;Jf;nfhs;Sq;fs;

,izaj;jsj;jpy;> gy;NtW Clfq;fs; thapyhf my;yJ jdpg;gl;l Ml;fsplkpUe;J ePq;fs; re;jpf;Fk; VNjDk; 

fpwpg;Nlh ehzaj; jpl;lq;fspy; <LgLtjw;nfjpuhf ,yq;if kj;jpa tq;fp td;ikahf vr;rhpf;fpd;wJ. fpwpg;Nlh 

ehzaj; njhopw;ghLfs;> Muk;g ehzaf; Fw;wp toq;fy;fs; (Initial Coin Offerings)> thh;j;jy;> ghpkhw;Wjy;> itg;G 
Vw;Wf;nfhs;sy; my;yJ fl;Lf;fhty; Nritfs; my;yJ fpwpg;Nlh ehzaj;Jld; njhlh;Gila MNyhridg; gzpfs; 

Nghd;w nraw;ghLfSf;fhf Ml;fSf;F my;yJ tpahghuq;fSf;F ,yq;if kj;jpa tq;fp chpkq;fis toq;ftpy;iy 

my;yJ mjpfhukspf;ftpy;iy vd;gjid typAWj;jp mJ gy vz;zpf;ifahd Clf mwpf;iffis ntspapl;Ls;sJ. 

,yq;if kj;jpa tq;fpapdhy; vLf;fg;gLk; eltbf;if

1988Mk; Mz;bd; 30Mk; ,yf;f tq;fpj;njhopy; rl;lj;jpd; 83, gphptpd; Vw;ghLfSf;F Kuzhf jilnra;ag;gl;l 

jpl;lq;fis gy;NtW epWtdq;fs; elhj;Jfpd;w mj;Jld;/my;yJ elhj;jpajhf ,yq;if kj;jpa tq;fp 

eph;zapj;Js;sJld; ,tw;Wf;F kj;jpapy; Fwpg;ghf> gpd;tUk; epWtdq;fs; kiwFwpehzaq;fspd; <Lghl;il 

Cf;Ftpg;gjhf mwpag;gl;ld. 

1. Sport Chain App, Sports Chain ZS Society Sri Lanka
2. OnmaxDT
3. MTFE App, MTFE SL Group, MTFE Success Lanka (Pvt) Ltd and MTFE DSCC Group (Pvt) Ltd.

epjpapay; cstwpjy; gphpT toq;Fk; nra;jp

tpopg;ghf ,Uq;fs;> mwpe;jpUq;fs;> cq;fsJ epjpapay; ey;tho;it fhj;jpLq;fs;. VNjDk; re;Njfj;jpw;fplkhd 

nraw;ghL gw;wp cldbahf mjpfhhpfSf;Fj; njhpag;gLj;Jq;fs;. ePq;fs; tpopg;ghf ,Ug;gJ fpwpg;Nlh KjyPl;L 

Nkhrbfis Kwpabg;gjpy; NtWghnlhd;wpidj; Njhw;Wtpf;fyhk;.


