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PART |: SECTION (1) —-GENERAL

Government Notifications

L.D.D.B. 3/2006
Financial TransactionsReportingAct, No. 6 of 2006

RULES made by the Financial Intelligence Unit under section 2 of the Financial Transactions Reporting Act, No. 6 of 2006.

Financial Intelligence Unit

10th January, 2018.
Colombo.

Rules

1. TheseRulesmay be cited asthe Designated Non-Finance Business (Customer Due Diligence) Rules, No. 1 of 2018.

2. These Rules shall apply to the following designated non-finance businesses (hereinafter referred to as the
“non-finance business’):-

(a) casinos, gambling houses or conducting of a lottery, including a person who carries on such a business
through the internet when their customers engage in financial transactions equal to or above the threshold
specified in paragraph (2) of rule9;

(b) red estate agents, when they are involved in transactions for their customers in relation to the buying and
selling of rea estate;
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(c) dedersin precious metals and dealers in precious and semi-precious stones, including but not limited to,
metals and stones covered by the National Gem and Jewellery Authority Act, No. 50 of 1993 when they
engage in cash transactions with a customer, equal to or above the threshold specified in paragraph (2) of
rule9;

(d) lawyers, notaries, other independent legal professionals and accountants when they prepare for or carry out
transactionsfor their clientsin relation to any of the following activities :-

(i) buying and selling of real estate;
(i) managing of client money, securities or other assets;
(iif) management of bank, savings or securities accounts,
(iv) organization of contributions for the creation, operation or management of companies; and

(v) creation, operation or management of legal persons or arrangements and the buying and selling
of business entities;

(6) atrust or company service provider not otherwise covered by paragraphs (a) to (d) which as a business
provides any one or more of the following servicesto third parties :-

(i) formation or management of legal persons;

(i) acting asor arranging for another person to act as, adirector or secretary of acompany, apartner or
apartnership or asimilar position in relation to other legal persons;

(iii) providing aregistered office, business address or accommodation, correspondence or administrative
address for acompany, a partnership or for any other legal person or arrangement;

(iv) acting as, or arranging for another person to act as, atrustee of an express trust; and
(v) acting as, or arranging for another person to act as, a nominee shareholder for another person.

3. Every non-finance business shall take such measures specified in these rules for the purpose of identifying,
assessing and managing money laundering and terrorist financing risks posed by its customers, by conducting ongoing
Customer Due Diligence (hereinafter referred to as“ CDD”) based on the “risk based approach”.

PART |
Money Launderingand Terrorist Financing Risk

Risk Management in General

4. Theintensity and extensiveness of risk management functionsshall bein compliance with the“risk based approach”
and be proportionate to the nature, scale and complexity of the activities of the non-finance business and the level of money
laundering and terrorist financing risks.

5. Every non-finance business shall take appropriate measures in terms of rules 6 and 7 to identify, assess and
manage its money laundering and terrorist financing risks in relation to customers, countries or geographical areas and

products, services, transactions or delivery channels.

6. Subject tothe provisionsof rule 7, every non-finance businesswhich entersinto acontinuing businessrel ationship,
or conducts any transaction shall —
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(a) conduct appropriate risk assessment including the following:-

(i) considering all relevant risk factors before determining the level of overall risk and the appropriate
level and type of mitigation to be applied;

(i) documenting their risk assessments and findings;
(iii) keeping the assessment up-to-date through a periodic review; and

(iv) providing risk assessment information to the supervisory authority through appropriate mechanisms;
(b) have proper risk control and mitigation measuresincluding the following:-

(i) having policies, controls and procedures to manage and mitigate money laundering and terrorist
financing risks that have been identified;

(i) monitoring the implementation of those policies, controls, procedures and to enhance them, if
necessary;

(i) taking enhanced measuresto manage and mitigate the risks where higher risks are identified; and

(iv) taking simplified measureswherelower risksareidentified;
(¢) conduct risk profiling on its customers considering the following:-

(i) risklevel according to customer category (e.g: different typesof customers such asresident or non-
resident, occasional or one-off, legal persons, politically exposed persons and customers engaged
in different types of occupations);

(i) geographical location of business, or country of origin or country of residence or both of the
customer;

(iii) products, services, transactions or delivery channels of the customer (e.g. cash-based, face-to-face
or non face-to-face, cross-border); and

(iv) any other information regarding the customer;

(d) upontheinitial acceptance of the customer, regularly review and update the customer’srisk profile based on
the level of money laundering and terrorist financing risks.

(e) risk control and mitigation measures applied for each customer or customer category shall commensurate with
the assessed risk level of the customer or customer category.

(H formulateinternal policies, approved by its Senior Management or Board of Directors, subject to any written
law in forcefor the time being on anti-money laundering and countering the terrorist financing.

(g) develop detailed procedures and controls in compliance with the policy formulated under paragraph (f)
including thefollowing:-

(i) conduct CDD measures and maintain record retention mechanism;
(i) detection and internal reporting procedure of unusual or suspicious transactions;
(iii) reporting suspicious transactions to the Financial Intelligence Unit;

(iv) develop and implement comprehensive employee due diligence and screening procedures at the
time of appointing or hiring employees on permanent basis or any other basis;
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(v) maintain an independent audit function subject to relevant written laws;

(vi) provide training programmes for relevant employees on identification of suspicious transactions,
effectively managing the risk of money laundering and terrorist financing.

SolePractitionersand Proprietors

7. Notwithstanding the provisions of rule 6, lawyers, notaries, other independent legal professionalsand accountants
who, being sole practitioners or sole proprietors, carry out any transaction for their clients, within the meaning of the
Financial Transactions Reporting Act, No. 6 of 2006 (hereinafter referred to as“theAct”), shall follow the guidelinesissued
fromtimeto timeby the Financial Intelligence Unit subject to the Act and any regulation or ruleissued thereunder, taking into
account the level of risk posed by the relevant sector.

Group of Companies

8. (1) Every non-finance business shall ensure that their foreign branches or majority owned subsidiaries if any,
operate in any country which provides less stringent legal provisions for combatting money laundering and countering of
terrorist financing than those of Sri Lanka, are in compliance with theserules.

(2) Whereit is not permitted by the laws of the relevant foreign country to act as provided for in paragraph (1),
every such non-finance business shall implement appropriate measures not contradictory to the laws of therelevant foreign
country and inform the Financial Intelligence Unit and the relevant supervisory authority.

PARTII

Customer DueDiligence(CDD)
CDDin General

9. (1) Every non-financebusinessshall conduct the CDD measures specified in these rules subject to the provisions
of this Part, for the purposes of section 2 of the Act.

(2) Notwithstanding the provisions of paragraph (1), any non-finance business specified in the following sub-
paragraphs, shall conduct the CDD measures specified in this Part, for the situations specified in each such sub-paragraph :-

(@) casinos, gambling houses or conducting of a lottery, including a person who carries on such a business
through the internet when a customer engages in financial transactions in Sri Lankan Rupees or in any
foreign currency equivalent to or above United States Dollars 3000 ; or

(b) dealersin precious metals and dealers in precious and semi-precious stones, including but not limited to,
metals and stones covered by the National Gem and Jewellery Authority Act, No. 50 of 1993 where the
respective dealer engages in any cash transaction with a customer in Sri Lankan Rupees or in any foreign
currency equivalent to or above United States Dollars 15000.

10. For the purpose of this Part every non-finance business shall —

(a) identify the customer and verify that customer’s identity using reliable, independent source documents,
dataor information;

(b) verify whether any person purporting to act on behalf of the customer is so authorized, and identify and
verify the identity of such person;

(c) identify the beneficial owner and take reasonable measures to verify the identity of the beneficial owner,
using relevant information or data obtained from a reliable source, to the satisfaction of the non-finance
business;
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(d) understand and, where relevant, obtain information on, the purpose and intended nature of the business
relationship.

11. Every non-finance businessshall at the minimum, obtain the following information for the purpose of conducting
CDD, onacustomer and beneficial owner :-

(@) thefull name;
(b) permanent residential or mailing address;
(c) occupation, name of employer, business or principal activity;

(d) anofficial personal identification number or any other identification document that bears a photograph of the
customer or beneficial owner such asthe National Identity Card, passport or driving license;

(e) dateof birth;

() nationality;

(g) source of funds;

(h) purpose of transaction;

(i) telephonenumbers (residence, office or mobile).

12. Every non-finance business shall verify the documents specified in paragraph (d) of rule 11, by requiring the
customer or beneficial owner, to furnish the original document and make a copy of the said document.

Timing of Verification

13. Every non-finance business shall verify the identity of the customer and beneficial owner before, or during, the
course of entering into a business relationship.

14. Where a non-finance business forms a suspicion of money laundering or terrorist financing, and it reasonably
believes that conducting the CDD measures would tip off the customer, it may proceed without conducting the CDD
measures, but shall immediately file a Suspicious Transaction Report in compliance with section 7 of the Act.

15. Where acustomer or abeneficial owner israted asalow risk, it shall be lawful for the non-finance business to
apply CDD measures by obtaining minimum information specifiedin rule 11.

Enhanced CDD

16. Every non-finance business shall conduct the following enhanced CDD measures, in addition to the measures
specifiedinrule 11, wherethe assessed money laundering and terrorist financing risk for acustomer has been rated asahigh
rsk :-

(a) obtainadditional information on the customer and beneficial owner (e.g. volume of assetsand other information
from public databases);

(b) obtain approval from the Senior Management , if any, before establishing or in the case of an existing
customer for continuing such business relationship with the customer;

(c) obtain additional information on the intended nature of the business relationship;
(d) regularly update the identification data of the customer and the beneficial owner; and

(e) enquire and record the reasons for prospective or performed transactions.
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L egal Personsand L egal Arrangements
17. Every non-finance business shall, in the case of a customer that isalegal person or legal arrangement, —
(@) understand the nature of the customer’s business, its ownership and control structure;
(b) identify the customer and verify itsidentity through the following information:-

(i) name, type of legal person or legal arrangement and proof of existence, such asthe Memorandum,
Articles, Certificate of Incorporation or registration document (certified true copiesor notarially
executed copies may be accepted) or any other reliable references to verify the identity of the
customer;

(i) the powersthat regulate and bind the customer such as directors' resolution, as well as the names
of relevant persons having senior management positions; and

(iii) the address of the registered office and if different, the principal place of business.

18. Inorder toidentify the natural personif any, who ultimately has controlling ownershipinterestin alegal person,
anon-finance business shall at the minimum obtain and take reasonable measures to verify the following:-

(a) identity of all directorsand shareholderswith equity interest of more than ten per cent with the requirement
imposed on the legal person to inform of any change in such directors and shareholders;

(b) if thereisadoubt asto whether the person with the controlling ownership interest isthe beneficial owner or
where no natural person exerts control through ownership interest, the identity of the natural person, if any,
exercising control of the legal person or arrangement through other means;

(c) authorization given for any person to represent the legal person either by means of Board Resolution or
otherwise;

(d) where no natural person is identified under the preceding provisions, the identity of the relevant natural
persons who hold the positions of senior management;

() when alegal person’s controlling interest is vested with another legal person, non- finance business shall
identify the natural person who controlsthe legal person to whom the controlling interest is vested with.

19. Every non-finance business shall identify and take every possible measure to verify the identity of beneficial
owner of alegal arrangement through the following information:-

(a) for trusts, the identities of the author of the trust, the trustees, the beneficiary or class of beneficiaries, and
any other natural person exercising ultimate effective control over the trust including those who control
through the chain of control or ownership; or

(b) for other types of legal arrangements, the identities of personsin equivalent or similar positions.

TransactionsWherethe Natural Person isNot Physically Present

20. (1) A non-financebusiness may establish anon faceto face businessrel ationship or transaction with acustomer,
only if such non-finance business has in place procedures to address any specific risks associated with non
face-to-face business relationships or transactions. Non-finance business shall identify such customers as
high risk customersand shall follow rule 16.

(2 The proceduresreferred to in paragraph (1) shall include —
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(a) precautionary measures in order to avoid the risks posed in establishing and conducting business
relationships or transactions through information and communication technology;

(b) appropriate measures to identify and verify the customer’s identity pertaining to the non face-to-face
business rel ationships or transactionsthat are equally effective asthat for customers of face to face business
relationships;

() mechanisms for monitoring and reporting of potential money laundering and terrorist financing risks that
may be posed in establishing and conducting non face to face business relationships or transactions.

Clubs, Societiesand Associations

21. Every non-finance business shall, obtain from customers that are clubs, societies or associations, the relevant
identification and constituent documents or other similar documentsincluding certificate of registration and theidentification
documents of the office bearers or any other persons authorized to represent the relevant club, society or association.

Non-Gover nmental Or ganizations, Not-for-Profit Organizationsor Charities

22. Every non-finance business shall conduct enhanced CDD measures when entering into a relationship with a
Non-Governmental Organization (hereinafter referredto as“NGQO™) or aNot-for-Profit Organization (hereinafter, referred to as
“NPQ") and charities.

23. Every non-finance business shall review and monitor all existing relationships with a NGO, NPO or charity to
ensure that those organizations, their authorized signatories, members of their governing bodies and the beneficial owners
are not linked with any entity or person designated in alist as specified in rule 41, either under the same name or adifferent
name.

Palitically Exposed Per sons (PEPS)

24. Every non-finance business shall, in relation to politically exposed persons or their immediate family members
and close associates,—

(a) implement appropriateinternal policies, proceduresand controlsto determineif the customer or the beneficia
owner isapolitically exposed person;

(b) obtain approval from the Senior Management of the non-finance business, if any, to enter into or continue
the business relationship where the customer or the beneficial owner is apolitically exposed person;

(o) identify, by appropriate means, the source of fund and the source of wealth where the customer or the
beneficial owner isapolitically exposed person; and

(d) conduct enhanced CDD and ongoing monitoring of their business relationships with the non-finance
business.

Existing Customer

25. Every non-finance business shall conduct CDD on existing customers on the basis of materiality and risk which
is assessed through considering the following :-

(a) the nature and circumstances surrounding the transaction including the significance of the transaction;
(b) any material change in the way the transaction or business relationship is operated; or

(o) insufficiency of current information on the customer or any change in customer’sinformation.
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26. Every non-financebusinessshall conduct CDD on existing customer rel ationships at appropriatetimes, taking into
account whether and when CDD measures have previously been taken and the adequacy of data obtained.

27. If anexisting customer provides unsatisfactory information relating to CDD, the relationship with such customer
shall be treated as a relationship posing a high risk and be subject to enhanced CDD measures.

Customersfrom High Risk Countries

28 (1) Every non-finance business shall apply enhanced CDD measures to business rel ationships and transactions
with customersfrom high risk countries.

(2 TheFinancial Intelligence Unit in consultation with the Secretary to the Ministry of the Minister to whom the
subject of Foreign Affairs has been assigned, shall publish the list of high risk countries on its official
website -

(@) based on the Financial Action Task Forcelisting; or

(b) independently taking into account, the existence of strategic deficiencies in anti-money laundering and
suppression of terrorist financing policiesand not making sufficient progressin addressing those deficiencies
in those countries.

29. In addition to enhanced CDD measures, every non-finance business shall apply appropriate counter measures,
additional CDD measures, including the following, for countries specified in the list of high risk countries in terms of the
provisions of paragraph (2) of rule 28, corresponding to the nature of risk of listed high risk countries:-

(a) limiting businessrelationshipsor financia transactionswith identified persons or legal arrangements|ocated
in ahigh risk country; and

(b) conduct any other measure as may be specified by the Financial Intelligence Unit.
New Technologies (Products, Servicesand Business Practices)
30. Every non-finance business shall identify and assess the money laundering and terrorist financing risks that may
arisein relation to the devel opment of new products, servicesand business practices, including new delivery mechanisms, and
the use of new or developing technologies for both new and pre-existing products.

31. Every non-finance business shall —

(a) undertake the risk assessment prior to the launch or use of new products, services and technologies; and

(b) takeappropriate measuresto manage and mitigate the riskswhich may arisein relation to the devel opment of
new products and new business practices.

On-Going DueDiligence

32. Every non-finance business shall conduct on-going due diligence and on-going scrutiny in terms of the provisions
of section 5 of the Act on continuing business relationship with its customer, by —

(a) scrutinizing transactions undertaken throughout the course of that relationship to ensure that the transactions
being conducted are consistent with the knowledge of the non-finance business in respect of the customer,
their business and risk profile, including where necessary, the source of funds;

(b) ensuring that documents, data or information collected under the CDD processiskept up-to-dateand relevant,
by undertaking reviews of existing records particularly for customersfrom high risk countries; and
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(0) taking into consideration the economic background and purpose of any transaction or business relationship
which :-

(i) appears unusual;

(i) isinconsistent with the expected type of activity and business model when compared to the volume
of transactions;

(iii) does not have any apparent economic purpose; or

(iv) givesrisetosuspicionastothelegality of such transaction, especially with regard to acomplex and
large transaction or atransaction involving high risk customers.

33. The frequency of on-going customer due diligence or enhanced on-going customer due diligence, shall
commensurate with thelevel of money laundering and terrorist financing risks posed by the customer based on therisk profile
and the nature of transactions.

34. Every non-finance business shall, increase the number and timing of controls applied and select patterns of
transactions that need further examination, when conducting enhanced on-going due diligence.

Relianceon Third Parties

35. A non-finance business may rely on athird party financial institution or non-finance business to conduct CDD
measures, including the identification of the customer, identification of the beneficial owner and understanding the nature of
the business or initiating the business, when it is not practical to do so by the non-finance business itself.

36. Where any non-finance business relies on athird party financial institution or non-finance business to conduct
CDD measures, the ultimate responsibility for CDD measures shall remain with the non-finance business relying on thethird
party, which shall —

(a) obtainimmediately, the necessary information relating to CDD;

(b) takestepsto satisfy itself that copiesof identification dataand other relevant, documentation relating to CDD
requirementswill be made available from the third party, upon request without delay;

(o) satisfy itself that the third party is regulated, supervised or monitored, and has measures to adhere to CDD
and record-keeping requirementsin compliance with the Act and the rules made thereunder.

37. Every non-finance business which relies on athird party shall —

(8 haveinterna policiesand procedures, which enablesthe mitigation of money laundering and terrorist financing
risks to the international financial system, including those from countries that have been identified by the
Financial Action Task Force as having strategic deficiencies in anti-money laundering and countering of
terrorist financing policies:

Provided however, lawyers, notaries, other independent legal professional s and accountants who, being sole
practitionersor soleproprietors, rely on third partiesfor the purposes of theserules, shall follow the guidelines
issued from timeto time by the Financial Intelligence Unit subject to the Act and any regulation or rule made
thereunder, taking into account the level of risk posed by the relevant sector and the practical difficultiesthat
may arise, in ensuring compliance with the provisions of this paragraph;

(b) haveregardtoinformation available onthelevel of country risk, when determining the country of athird party
to berelied on.
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PART I11

Record Keeping

38. (1) Every non-finance business shall maintain the relevant records including any accounts, files, business
correspondence and documents relating to transactions, in particular, obtained during the CDD process, documents used to
verify theidentity of customers and beneficial owners, and results of any analysis undertaken, in compliance with sections 5
and 6 of the Act.

(2) Therecords so maintained and retained shall be up-to-date.

39. Every non-finance business shall retain the recordsfor a period morethan six years. Where any record is subject
to an on-going investigation or litigation or required to be produced in acourt of law or before other appropriate authority such
record shall beretained until such timethe non-finance businessisinformed by the relevant authority that such recordsare no
longer required.

40. Every non-finance business shall maintain the relevant recordsin aform that isadmissible as evidencein a court
of law and make such record available to the supervisory authorities and law enforcement authorities in a timely manner
specified by such authorities.

PART IV

Miscellaneous

41. Every non-finance businesswhen appointing acompliance officer may appoint asenior management level officer
who shall be responsible for ensuring the non-finance business's compliance with the requirements of theAct and theserules.

42. Every non-finance business shall verify whether any customer or beneficiary appears on any designated list
issued in compliance with the United Nations Act, No. 45 of 1968, with respect to any designated list on targeted financial
sanctions related to terrorism and terrorist financing and proliferation of weapons of mass destruction and its financing.

43. Intheserules—
“beneficiary” means a person who is entitled to the benefit of atransaction ;
“beneficial owner” means a natural person who ultimately owns or controls a customer or the person on whose
behalf a transaction is being conducted and includes the person who exercises ultimate effective control
over aperson or alegal arrangement;

“close associate” includes —

(@ anatural personwho isknown to havejoint beneficial ownership of legal entitiesand legal arrangements, or
any other close business relationship; and

(b) alegal entity or legal arrangement whose beneficial owner isanatural person and is known to have been set
up for the benefit of such person or hisimmediate family members;

“controlling ownership interest” means an interest acquired by providing more than ten per cent of the capital of
alegal person;

“existing customer” means a customer who has commenced a business relationship on or before these rules come
into force;
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“Financial Action Task Force” means an independent inter -governmental body that develops and promotes the
policiesto protect the global financial system against money laundering, terrorist financing and financing
for proliferation of weapons of mass destruction;

“immediate family member” includesthe spouse, children and their spouses or partners, parents, siblingsand their
spouses and grandchildren and their spouses;

“legal person” means any entity other than a natural person that is able to establish a permanent customer
relationship with a non- finance business or otherwise owns property and includes a company, a body
corporate, a foundation, a partnership or an association;

“legal arrangement” includes an express trust, afiduciary account or anomines;

“money laundering” means the offence of money laundering in terms of section 3 of the Prevention of Money
Laundering Act, No 5 of 2006;

“occasional customer” means any customer who engages in transactions occasionally;

“one-off customer” means any customer who engages in any one-time transaction or transactions;

“person” means anatural or legal person and includes a body of persons whether incorporated or unincorporated
and a branch incorporated or established outside Sri Lanka;

“politically exposed person” means an individual who is entrusted with prominent public functions either
domestically or by aforeign country, or in an international organization and includes ahead of a State or a
Government, apalitician, asenior government officer, judicial officer or military officer, asenior executive of
a State owned Corporation, Government or Autonomous body but does not include middle rank or junior
rank individuas;

“risk based approach” inrelation to the application of CDD measuresto manage and mitigate money laundering and
terrorist financing risks, means the use of simplified CDD measuresin the case of customerswith lower risk
levels and the use of enhanced CDD measuresin the case of customers with higher risk levels;

“suspicious transaction report” means areport of a suspicious transaction or attempted transaction in compliance
of section 7 of the Act;

“terrorist financing” means an act constituting an offence under section 3 of the Convention on the Suppression of
Terrorist Financing Act, No. 25 of 2005.
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